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Position Paper for the General Assembly First committee 

 

The topics for the General Assembly First committee are: Cyber Security and Protecting Against Cyber Warfare; 

Measures to Strengthen International Counter-Terrorism Efforts; Combating the Illicit Trade in Small Arms and 

Light Weapons. The Republic of Chile looks forward to working with Member States on these fundamental issues. 

 

I. Cyber Security and Protecting Against Cyber Warfare 

 

Over 70% of the youth population aged 15-24 are using the Internet in 2017, according to International 

Telecommunications Union (ITU)’s ICT Facts and Figures 2017. Therefore, there is a further increase of potential 

global citizens victims of cyberattacks. Considering that the General Assembly Resolution 53/70 (1999) considers 

the issue of information security as one of the priorities on the United Nations (UN) agenda, the cyberattacks issue 

has long been a global concern ever since the Morris worm incident in 1988. Taking into consideration the 

Universal Declaration of Human Rights (1948), the Republic of Chile calls upon all Member States to respect the 

privacy of every citizen while taking measures reinforcing cybersecurity. The Latin American continent has been 

a target for numerous cyberattacks, which is why all Member States of the Organization of American States have 

agreed to adopt the Comprehensive Inter-American Cybersecurity Strategy. This cooperation has brought down 

some hacking groups. Nonetheless, the “Hacktivism” trend keeps growing in the continent and causes troubles 

for government websites. Member States have established regional conventions regarding cybercrime. Noting that 

the General Assembly resolution 70/237 (2015) is in favor of a new Group of Governmental Experts (GGE) that 

would directly report to the General Assembly, the Republic of Chile congratulates the interest shown by Member 

States for the suggestions brought by the GGE to increase international security in the field of formation and 

telecommunications. On a national scale, the Republic of Chile has implemented several measures in respect of 

the five pillars of the Global Cybersecurity Agenda (GCA). Laws on cybercrime, on personal data protection and 

on electronic documents and digital signature have been made. The Republic of Chile has also created a national 

Computer Security Incident Response Team (CSIRT), the CLCERT-CL, and have accepted the Supreme Decree 

N°1299, Program for the Improvement of Information Security Systems Management. Aware of the importance 

of capacity building, the Chilean government has given several trainings to the CLCERT-CL personnel. The 

Republic of Chile is favorable for cooperation to improve cyber security by letting CLCERT-CL collaborate with 

other national CSIRT and participate to the global Forum of Incident Response and Security Teams (FIRST). The 

Republic of Chile wishes to address the issue of trust among Member States. The General Assembly should invite 

all Member States to cooperate more willingly and to condemn any State-organized espionage. This brings to 

another point which is the definition and distinction of cyberwarfare, cybercrime and cyber terrorism. The 

Republic of Chile calls upon all Member States to reach an agreement regarding the classification of cyberattacks 

and the list of sanctions authorized according to the category. The Chilean government has noted that many 

Chilean citizen have fallen for phishing e-mails and that a national campaign has been done to create awareness 

around this issue. The Republic of Chile further invites all Member States to engage in actions at a national level 

which will bring awareness to all citizens as this will decrease the success of these acts and therefore their 

existence. Furthermore, the Republic of Chile stresses the need for a creation of a dedicated budget at the ITU 

which will be used to developing countries financially when it comes to cyber infrastructure. The Republic of 

Chile welcomes all developed countries to contribute to this new budget through donations in order to ensure that 

all Member States will have the ability to effectively respond to cyberattacks. Fully aware of the importance of 

knowledge sharing, the GGE must be able to provide training for all national CSIRT personnel as this will be 

increase the efficiency of every Member State’s cybersecurity.  

 

II. Measures to Strengthen International Counter-Terrorism Efforts 

 

On January 25th, 2018, 26 citizens from Mali and Burkina Faso were killed in a terrorist attack. Approving the 

reaction of the Security Council, the Republic of Chile condemns this terrorist attack. Bearing in mind Article 1 

of the Charter of the United Nations, stating that one of the four main purposes of the Organization is to maintain 

international peace and security, the Republic of Chile underlines the necessity to strengthen international counter-

terrorism efforts. It has been over twenty years since the General Assembly resolution 52/164 (1997) which 

approves the International Convention for the Suppression of Terrorist Bombings, stating that terrorist actions 

should be concerned by the international community, and there are still many global citizens who have fallen 

victim of terrorist attacks since then. Guided by the Security Council resolution 1516 (2003), the Republic of 

Chile draws the attention to clause 4 of the resolution indicating the Security Council’s reinforced determination 

to combat all forms of terrorism. In this regard, Chile congratulates all Member States who have cooperated in 



the adoption of the General Assembly resolution 60/288 (2006), ensuring the creation of the United Nations 

Global Counter-Terrorism Strategy. The Republic of Chile notes that this is the first common strategic and 

operational framework against terrorism and hopes that this will trigger future deeper and more integrated 

cooperation between Member States. Keeping in mind the Secretary-General António Guterres’ report 71/858 

(2017), aiming to give out concrete suggestions for the General Assembly regarding the assistance of Member 

States by the United Nations in implementing the United Nations Global Counter-Terrorism Strategy, the 

Republic of Chile has supported the suggestion of a new office, the Office of Counter-Terrorism (OCT), and 

welcomes its effective creation which groups the Counter-Terrorism Implementation Task Force Office and the 

United Nations Counter-Terrorism Centre together under the supervision of Under-Secretary-General Vladimir 

Ivanovitch Voronkov. Chile emphasizes one of the functions of the new Office which is the assistance to Member 

States. Bearing in mind the General Assembly resolution 68/276 (2014) stating the importance of multilateral 

efforts in counter-terrorism, the Republic of Chile reaffirms the clause 23 of the resolution which encourages 

dialogue and tolerance between civilizations in order to improve counter-terrorism cooperation. Desiring the 

success of the OCT, the Chilean government recommends the creation of regional departments within the OCT 

in order to respond more effectively to regional counter-terrorism challenges. On a national level, the Chilean 

government plans to create a national task force for counter-terrorism and anti-criminal organizations. Expecting 

the success of this national measure, the Republic of Chile encourages Member States to consider such measure 

for their respective national soil. Furthermore, the Republic of Chile is ready to share knowledge with Member 

States regarding counter-terrorism actions made by its new national task force. The Republic of Chile urges 

Member States to agree on a clear, complete and precise definition of terrorism. This will facilitate the 

classification of different acts of terrorism and therefore, the sanctions to be executed according to the category 

in which the act falls into. Fully aware of the importance of the ISIS group, the Republic of Chile draws the 

attention towards other radical groups that can endanger the life of civilians and that should be considered terrorist. 

 

III. Combating the Illicit Trade in Small Arms and Light Weapons 

 

According to the Secretary General Ban Ki-Moon’s report 71/438 (2016) The illicit trade in small arms and light 

weapons in all its aspects, over 500,000 people die of unnatural causes each year. 70,000 of these deaths are 

related to armed conflict. Believing in the article 9 of the United Nations Millennium Declaration, adopted by the 

General Assembly resolution 55/2 (2000), stating the need to end illicit traffic in small arms and light weapons 

through concerted measures, the Republic of Chile calls upon all Member States to address this urgent issue as 

resolving it would bring us closer to ensuring security for all civilians. Noting with deep concern the results of the 

Trade Update 2016: Transfers and Transparency, estimating the worth of the international small arms trade at 

$5.8 billion, the Republic of Chile deplores the scale of such situation and further invites all Member States to 

cooperate and to take immediate actions towards solving this issue. Fully aware of the necessity to reduce armed 

violence, the Republic of Chile approves the Geneva Declaration on Armed Violence and Development in 2006. 

Recognizing the decisions made by the Organization of American States (OAS) as a member, the Republic of 

Chile fully supports the Inter-American Convention against the Illicit Manufacturing of and Trafficking in 

Firearms, Explosives, Ammunition and Other Related Materials (CIFTA), adopted on the 14th November 1997, 

by signing and ratifying it. Expressing its appreciation of the works done by the United Nations Small Arms 

Programme of Action (UNPoA), the Republic of Chile reminds all Member States of its contribution to the success 

of the programme by submitting regularly national reports on its implementation of the UNPoA. Furthermore, the 

Republic of Chile has designated a National Point of Contact and a National Coordination Body to deal with 

issues relating to the UNPoA. Recognizing the importance of firearm regulation, the Chilean government has 

assigned this task to the Ministry of National Defence and do not guarantee the right to private gun ownership for 

its citizens. The Republic of Chile has strengthened its national policies regarding gun ownership by requiring 

genuine reasons, defining the minimum age and limiting the number of firearms authorized. Keeping in mind the 

risk of an increase in illicit firearms trading within its borders, the Chilean government oversees giving out permits 

for gun dealing. Believing the dissuasive power of sanctions, the Republic of Chile has implemented a strict 

penalty for illicit firearm possession which can amount to five years of imprisonment. Noting with satisfaction 

progress made thanks to the United Nations General Assembly, the Republic of Chile welcomes the General 

Assembly resolution 55/255 (2001) which adopts the Protocol against the Illicit Manufacturing and Trafficking 

in Firearms, Their Parts and Components and Ammunition. The Republic of Chile further requests this treaty to 

all Member States who have not yet expressed its support to it. Keeping in mind the discussions regarding the 

United Nations Arms Trade Treaty, the Republic of Chile encourages Member States to pursue talks in order to 

find a consensus in order for the treaty to be signed and ratified by all Member States. The Republic of Chile 

believes that without the support of all Member States, a treaty will not be able to prevent armed violence related 

to illicit trade in small arms and light weapons from developing. Regretting the lack of a clear, complete and 

precise definition of “small arms” or “light weapons” which is agreed upon, the Republic of Chile calls upon 

Member States to find common ground in order to simplify future discussions concerning these issues. 


